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SUGGESTED CONTENT OF PATIENT E-MAIL CONSENT FORM 
 

 
Risk of Using Email 
 

• Let patients know transmitting patient information electronically poses several 
risks of which they should be aware. They should not agree to communicate with 
the dentist via email without understanding and accepting these risks, which 
include, but are not limited to, the following: 

o Email can be forwarded, intercepted, circulated, stored or even changed 
without the knowledge or permission of the dentist or the patient. 

o Email senders can easily misaddress an email, resulting in it being sent to 
many unintended and unknown recipients. 

o Email is permanent.  Even after the sender and recipient have deleted 
their copies of the email, backup copies may exist on a computer or in 
cyberspace.   

o Employers and online services may have a legal right to inspect and keep 
emails that pass through their system. 

o Use of email to discuss sensitive information can increase the risk of such 
information being disclosed to third parties. 

o Emails can introduce viruses into a computer system, and potentially 
damage or disrupt the computer.   

 
Conditions for the Use of Email 
 

• Let patients know the dentist cannot guarantee, but will use reasonable means to 
maintain, security and confidentiality of email information sent and received.  The 
conditions to which the patient must consent include, but are not limited to the 
following: 

o Email is not appropriate for urgent or emergency situations.  The dentist 
cannot guarantee that any particular email will be read or responded to 
within any particular period of time.   

o Assuming the dentist uses encryption software as a security mechanism 
for email communications, patients must agree to, and comply with, the 
use of the encryption software.  

o The patient should not use email for communication regarding sensitive 
medical or financial information. 

o The patient is responsible for informing the dentist of any types of 
information they do not want sent by email and can list specific information 
they do not want communicated by email.  They can add to or modify this 
list at any time by notifying the dentist in writing.   

o Emails to or from patients concerning diagnosis or treatment shall be 
printed in full and made part of their dental record.  Because they are a 
part of the dental record, other individuals authorized to access the dental 
record, such as staff and billing personnel, will have access to those 
emails.   



o Email communication is not an appropriate substitute for clinical 
examinations.  The patient is responsible for the follow up on the dentist’s 
email and for scheduling appointments where warranted.   

o Patient messages may also be delegated to another dentist or staff 
member for response.  Office staff may also receive and read or respond 
to patient messages.   

o Emails must be concise.  Patients should schedule an appointment if the 
issue is too complex or sensitive to discuss via email. 

o Recommended uses of patient-to-dental practice email should be limited 
to: 

 Appointment requests 
 Prescription refills 
 Requests for information 
 Non-urgent health care questions 
 Updates to information or exchange of non-critical information, such 

as changes of address, telephone number, insurance coverage, 
financial eligibility, etc. 

 
Instructions 
 

• Inform patients that, to communicate by email with your practice, they must follow 
your instructions, which should include but not be limited to: 

o Avoid use of their employer’s computer 
o Inform the dentist of changes in their email address 
o Put the topic in the subject line, e.g. dental question, billing question. 
o Inform the dentist that they received the email 
o Take precautions to preserve the confidentiality of emails, such as using 

screen savers and safeguarding computer passwords 
o Put their name in the body of the email 
o Contact the dentist via conventional communication methods (phone, fax, 

etc.) if they do not receive a reply within a reasonable period of time 
 
 
Written Patient Acknowledgment and Agreement 
 

• Read, understand risks 
• Consent to conditions and instructions 
• Acknowledge the dentist’s right to withdraw option of email communication 
• Any questions answered 
• Signatures 
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Opinion 9.124 - Professionalism in the Use of Social Media 

The Internet has created the ability for medical students and physicians to communicate and share 

information quickly and to reach millions of people easily.  Participating in social networking and other 

similar Internet opportunities can support physicians’ personal expression, enable individual physicians 

to have a professional presence online, foster collegiality and camaraderie within the profession, 

provide opportunity to widely disseminate public health messages and other health 

communication.  Social networks, blogs, and other forms of communication online also create new 

challenges to the patient-physician relationship.  Physicians should weigh a number of considerations 

when maintaining a presence online:  

(a) Physicians should be cognizant of standards of patient privacy and confidentiality that must be 

maintained in all environments, including online, and must refrain from posting identifiable patient 

information online.  

(b) When using the Internet for social networking, physicians should use privacy settings to safeguard 

personal information and content to the extent possible, but should realize that privacy settings are 

not absolute and that once on the Internet, content is likely there permanently.  Thus, physicians 

should routinely monitor their own Internet presence to ensure that the personal and professional 

information on their own sites and, to the extent possible, content posted about them by others, is 

accurate and appropriate.  

(c) If they interact with patients on the Internet, physicians must maintain appropriate boundaries of 

the patient-physician relationship in accordance with professional ethical guidelines just, as they would 

in any other context. 

(d) To maintain appropriate professional boundaries physicians should consider separating personal and 

professional content online.  

(e) When physicians see content posted by colleagues that appears unprofessional they have a 

responsibility to bring that content to the attention of the individual, so that he or she can remove it 

and/or take other appropriate actions.  If the behavior significantly violates professional norms and the 

individual does not take appropriate action to resolve the situation, the physician should report the 

matter to appropriate authorities.  

(f) Physicians must recognize that actions online and content posted may negatively affect their 

reputations among patients and colleagues, may have consequences for their medical careers 

(particularly for physicians-in-training and medical students), and can undermine public trust in the 

medical profession. (I, II, IV) 

Issued June 2011 based on the report "Professionalism in the Use of Social Media,"  adopted November 2010. 

http://www.ama-assn.org/resources/doc/code-medical-ethics/9124a.pdf


 
  



 
 


